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1
Decision/action requested

It is requested to approve this new solution for authentication of PIN elements.
2
References

[1]
3GPP TR 33.882 Study on personal IoT networks security aspects.
3
Rationale

As per KI#1 defined in TR 33.882 [1], the authentication and authorization for PINE elements needs to be studied. In this solution proposal, we are proposing to use AKMA to secure communication between a PEGC acting as EAP authenticator and a central EAP server.
4
Detailed proposal

Please approve the changes to TR 33.882 [1] as outlined below.
**** START OF CHANGE ****

6.1
Mapping of solutions to key issues

Table 6.1-1: Mapping of solutions to key issues

	Solutions
	KI#1
	KI#2
	KI#3

	Solution #Y: Using AKMA for EAP based authentication of PIN elements
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**** NEXT CHANGE ****

6.A
Solution #Y: Using AKMA for EAP based authentication of PIN elements
6.A.1
Introduction 

This solution addresses the KI#1 related to authentication and authorization of PIN elements. 

PEGC acts as an EAP Authenticator. AAA-Server acts as an external Application Function. 5GC is acting as a facilitator to setup a secure connection between DN-AAA server and PEGC/UE.

AKMA is used for securing the communication between the PEGC and the DN-AAA server.

Depending on the protocol used for the exchange of the authentication and authorization messages between UE/PEGC and AAA-Server two different variants could be possible.
1. In the IPSec variant, the authentication and authorization messages are transferred within an IPSec tunnel, which is established using IKEv2 prior to the exchange of the authentication and authorization messages.
2. In the RADIUS variant, the message exchange is executed using the RADIUS protocol, i.e., RADIUS messages are exchanged directly as IP/UDP datagrams between PEGC and AAA-Server.

6.A.2
Solution details

6.A.2.1
Procedure 
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Figure 6.A.2.1-1 Authentication procedure for PINE using AKMA

Figure 6.A.2.1-1 shows utilization of AKMA procedure for authentication of PIN elements.

Step 1 Primary authentication is executed between PEGC and 5GS.
Step 2 After successful primary authentication AKMA Anchor key KAKMA and A-KID are generated in UE and AUSF.
Step 3 EAP session is executed between PINE and AAA Server.

Depending on the chosen deployment either Step 3a or Step 3b are applicable.

Step 3a. IPSec is used to secure the communication between the PEGC and the AAA Server. AKMA is utilized during the IPSec tunnel establishment.

PEGC acts as an EAP Authenticator and IKE initiator. AAA Server acts as an EAP Server (towards PINE), as an IKE responder (towards PECG), and as an AF towards the 5G system.
Editor's Note: Further details of how IPSec is secured by AKMA procedure are FFS.
Step 3b. AKMA is used for securing the RADIUS communication between RADIUS client and server. 
PEGC acts as an EAP Authenticator. The AAA server acts as a RADIUS server towards the PECG acting as the RADIUS client and as an AF towards the 5G system.
Editor's Note: Further details of how RADIUS is secured by AKMA procedure are FFS.
6.A.3
Evaluation

TBD
**** END OF CHANGE ****
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